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IT Self-assessment Checklist for SMEs
This chart may help you identify possible IT concerns:

Do you have internal IT staff?

POSSIBLE CONCERNS:

- Under-utilised IT staff capacity and difficulty to retain staff with latest

IT advancement.
ﬂ - Low IT staff retention may disrupt IT service continuity.
- Lack of independent reviews or opinions on security, compliance and

Are you updated with adoption of best practices.

IT support activities? - Poor visibility on potential IT risks and higher risk on breach of data
confidentially.

- Poor accountability on enforcement of internet IT policy and
procedures.

- Lack of IT documentation to support allocation of IT resources and
reported IT issues and resolutions.

Do you have more

NO than 20 workstations?

- Lack of knowledge to implement IT best practices thus reducing ROl on

IT spending.
- Inadequate or no data backup strategy may increase data loss.

- Lack of IT roadmap to align IT with future business growth.

Do you have at ) i ;
least1server? | - Intermittent network issues which may be caused by unmanaged
infrastructure.

- Lack of centralised control on workstations and users account thus

— NO compromising security risks.

- Inconsistent IT platform increases administrative and maintenance
efforts (e.g. different operating system, different versions of office
licences and antivirus software).

- Poor service from vendor.
- Lack of proactive approach to resolve IT issues i.e. “fire-fight”
approach.

- Vendor unable to catch up with the growth of your firm.
Do you outsource

your IT? - Poor segregation of roles (existing operation staff performing IT
function).
NO - Low productivity and efficiency when non-IT staff spend at least 25% of
time on IT support.
- "Don't fix if it is not broken" attitude which may compromise IT security.

— NO
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